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Abstract

Corporate governance votes—board elections, mergers, compensation proposals—are
among the most consequential decisions in capital markets, yet current proxy voting sys-
tems are opaque, inefficient, and vulnerable to coercion. Blockchain-based voting provides
transparency and auditability, but at the cost of ballot privacy: on-chain votes are pub-
licly visible, enabling vote buying, strategic withholding, and social pressure. This paper
presents a private corporate governance protocol on Liquid EVM where shareholders cast
encrypted ballots using the FHE precompile at 0x0700. Ballots are ebool ciphertexts. The
tally is computed homomorphically using FHE.add to sum encrypted votes, producing an
encrypted total that is threshold-decrypted to reveal only the aggregate result. Individual
votes are never revealed. We provide complete Go code using github.com/luxfi/fhe for
encrypting votes, computing tallies, and decrypting results. The protocol satisfies SEC Rule
14a-8 proxy voting requirements while providing ballot secrecy comparable to physical ballot
systems.

1 Introduction
Proxy voting in US public companies processes over 30 billion shares annually across approx-
imately 14,000 shareholder meetings. The current system involves a chain of intermediaries—
transfer agents, proxy advisors, custodian banks, and vote tabulators—each of which has access
to individual vote records.

This creates several problems:

• Vote buying and coercion: If votes are observable, shareholders can be paid (or pres-
sured) to vote a particular way. SEC Rule 14a-4 prohibits vote selling, but enforcement
requires detection.

• Strategic voting: Institutional investors who observe partial results can adjust their
votes, undermining the simultaneous-move nature of honest voting.

• Empty voting: Shareholders can decouple voting rights from economic interest via
derivatives, voting without bearing the economic consequences.

FHE-based voting on Liquid EVM addresses these issues. Ballots are encrypted at sub-
mission. The tally is computed homomorphically—each encrypted “yes” vote is added to a
running encrypted sum. The final count is revealed only after all votes are cast, via threshold
decryption. No individual ballot is ever decrypted.

2 Architecture

2.1 Proposal and Ballot Structure

A corporate governance proposal consists of:

• Proposal ID: On-chain identifier linked to the SEC filing.

• Options: For (yes), Against (no), Abstain. Encoded as encrypted integers: 1 = for, 0 =
against/abstain.

• Voting power: Determined by share ownership at the record date. Each share provides
one encrypted vote unit.
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Field Type Description Gas

encVote ebool true = for, false = against 50,000
encWeight euint64 Voting power (share count) 50,000
encVoter eaddress Voter identity (encrypted) 50,000

Table 1: Encrypted ballot fields.

2.2 Encrypted Ballot Format

2.3 Voting Protocol

1. Registration: The transfer agent publishes an on-chain registry mapping shareholder
addresses to their share count at the record date.

2. Ballot Encryption: Each shareholder encrypts their vote (yes/no) and share weight
under the network FHE public key.

3. Submission: Encrypted ballots are submitted to PrivateVote.sol. The contract verifies
the voter is registered (plaintext address check) and has not already voted (nullifier check).

4. Tally: After the voting deadline, the contract computes the encrypted tally: weighted
sum of “for” votes and total weight. Both sums are computed homomorphically.

5. Threshold Decrypt: The encrypted tally is sent to Liquid Threshold for 67-of-100
threshold decryption.

6. Result: Only the aggregate vote count (total for, total against, total shares voted) is
revealed.

3 Implementation

3.1 Go Client: Encrypt Ballot

1 package voting
2

3 import (
4 "github.com/luxfi/fhe"
5 "github.com/luxfi/geth/common"
6 )
7

8 // Ballot represents a shareholder ’s vote.
9 type Ballot struct {

10 VoteFor bool // true = for , false = against
11 ShareCount uint64 // voting weight
12 Voter common.Address // shareholder address
13 }
14

15 // EncryptedBallot holds TFHE ciphertext handles .
16 type EncryptedBallot struct {
17 EncVote *fhe.BitCiphertext // ebool
18 EncWeight *fhe.BitCiphertext // euint64
19 }
20

21 // EncryptBallot encrypts a shareholder ’s vote under the
22 // network FHE public key.
23 func EncryptBallot(
24 enc *fhe.BitwiseEncryptor ,
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25 ballot Ballot ,
26 ) *EncryptedBallot {
27 var voteVal uint64
28 if ballot.VoteFor {
29 voteVal = 1
30 }
31

32 return &EncryptedBallot{
33 EncVote: enc.EncryptUint64(
34 voteVal , fhe.FheBool ,
35 ),
36 EncWeight: enc.EncryptUint64(
37 ballot.ShareCount , fhe.FheUint64 ,
38 ),
39 }
40 }
41

42 // SerializeBallot converts an encrypted ballot to bytes
43 // for on - chain submission .
44 func SerializeBallot(eb *EncryptedBallot) ([]byte , error) {
45 vote , err := eb.EncVote.MarshalBinary ()
46 if err != nil {
47 return nil , err
48 }
49 weight , err := eb.EncWeight.MarshalBinary ()
50 if err != nil {
51 return nil , err
52 }
53

54 result := make ([]byte , 0, 8+len(vote)+len(weight))
55 result = appendLen(result , vote)
56 result = appendLen(result , weight)
57 return result , nil
58 }
59

60 func appendLen(dst , data []byte) []byte {
61 l := uint32(len(data))
62 dst = append(dst , byte(l>>24), byte(l>>16),
63 byte(l>>8), byte(l))
64 return append(dst , data ...)
65 }

Listing 1: Encrypting a shareholder ballot.

3.2 Go: Homomorphic Vote Tally

1 package voting
2

3 import (
4 "github.com/luxfi/fhe"
5 )
6

7 // TallyResult holds encrypted aggregates .
8 type TallyResult struct {
9 EncForVotes *fhe.BitCiphertext // weighted yes count

10 EncTotalWeight *fhe.BitCiphertext // total shares voted
11 BallotCount int // number of ballots
12 }
13

14 // TallyVotes computes the weighted vote total over
15 // encrypted ballots . Only the aggregate is ever decrypted ;
16 // individual votes remain permanently encrypted .
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17 func TallyVotes(
18 eval *fhe.BitwiseEvaluator ,
19 enc *fhe.BitwiseEncryptor ,
20 ballots []* EncryptedBallot ,
21 ) (* TallyResult , error) {
22 // Initialize accumulators with encrypted zero
23 forVotes := enc.EncryptUint64 (0, fhe.FheUint64)
24 totalWeight := enc.EncryptUint64 (0, fhe.FheUint64)
25

26 for _, b := range ballots {
27 // Weighted vote: if voteFor then weight else 0
28 // This is: vote * weight ( where vote is 0 or 1)
29 //
30 // Since vote is ebool , we use select :
31 // contribution = select (vote , weight , zero)
32 zero := enc.EncryptUint64 (0, fhe.FheUint64)
33

34 // Extract the boolean bit for select
35 voteBit , err := extractVoteBit(eval , b.EncVote)
36 if err != nil {
37 return nil , err
38 }
39

40 contribution , err := eval.Select(
41 voteBit , b.EncWeight , zero ,
42 )
43 if err != nil {
44 return nil , err
45 }
46

47 // Accumulate : forVotes += contribution
48 forVotes , err = eval.Add(forVotes , contribution)
49 if err != nil {
50 return nil , err
51 }
52

53 // Accumulate : totalWeight += weight
54 totalWeight , err = eval.Add(
55 totalWeight , b.EncWeight ,
56 )
57 if err != nil {
58 return nil , err
59 }
60 }
61

62 return &TallyResult{
63 EncForVotes: forVotes ,
64 EncTotalWeight: totalWeight ,
65 BallotCount: len(ballots),
66 }, nil
67 }
68

69 // extractVoteBit extracts the boolean bit from an ebool
70 // ciphertext for use in select operations .
71 func extractVoteBit(
72 eval *fhe.BitwiseEvaluator ,
73 encVote *fhe.BitCiphertext ,
74 ) (*fhe.Ciphertext , error) {
75 bits := encVote.Bits()
76 if len(bits) > 0 {
77 return bits[0], nil
78 }
79 return nil , nil
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80 }

Listing 2: Computing the vote tally over encrypted ballots.

3.3 Go: Decrypt Tally Result

1 package voting
2

3 import (
4 "fmt"
5

6 "github.com/luxfi/fhe"
7 )
8

9 // VoteOutcome holds the decrypted aggregate result .
10 type VoteOutcome struct {
11 ForVotes uint64
12 AgainstVotes uint64
13 TotalWeight uint64
14 Passed bool
15 Quorum bool
16 }
17

18 // DecryptTally decrypts the aggregate tally via threshold
19 // decryption . In production this happens on Liquid Threshold ;
20 // this function is for local testing .
21 func DecryptTally(
22 dec *fhe.BitwiseDecryptor ,
23 result *TallyResult ,
24 requiredQuorum uint64 , // minimum shares for quorum
25 ) *VoteOutcome {
26 forVotes := dec.DecryptUint64(result.EncForVotes)
27 totalWeight := dec.DecryptUint64(result.EncTotalWeight)
28 againstVotes := totalWeight - forVotes
29

30 return &VoteOutcome{
31 ForVotes: forVotes ,
32 AgainstVotes: againstVotes ,
33 TotalWeight: totalWeight ,
34 Passed: forVotes > totalWeight /2,
35 Quorum: totalWeight >= requiredQuorum ,
36 }
37 }
38

39 // FormatOutcome produces a human - readable vote result .
40 func FormatOutcome(o *VoteOutcome) string {
41 result := "FAILED"
42 if o.Passed && o.Quorum {
43 result = "PASSED"
44 }
45 return fmt.Sprintf(
46 "Result:␣%s␣|␣For:␣%d␣|␣Against:␣%d␣|␣"+
47 "Total:␣%d␣|␣Quorum:␣%v",
48 result , o.ForVotes , o.AgainstVotes ,
49 o.TotalWeight , o.Quorum ,
50 )
51 }

Listing 3: Decrypting the aggregate vote result via threshold decryption.
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3.4 Go: Multi-Option Voting

1 package voting
2

3 import (
4 "github.com/luxfi/fhe"
5 )
6

7 // ElectionBallot supports voting for one of N candidates .
8 type ElectionBallot struct {
9 // EncChoices [i] is ebool : true if candidate i selected

10 EncChoices []* fhe.BitCiphertext
11 EncWeight *fhe.BitCiphertext
12 }
13

14 // ElectionResult holds encrypted vote totals per candidate .
15 type ElectionResult struct {
16 CandidateTotals []* fhe.BitCiphertext
17 TotalVotes *fhe.BitCiphertext
18 }
19

20 // TallyElection computes per - candidate totals over
21 // encrypted ballots .
22 func TallyElection(
23 eval *fhe.BitwiseEvaluator ,
24 enc *fhe.BitwiseEncryptor ,
25 ballots []* ElectionBallot ,
26 numCandidates int ,
27 ) (* ElectionResult , error) {
28 // Initialize per - candidate accumulators
29 totals := make ([]* fhe.BitCiphertext , numCandidates)
30 for i := range totals {
31 totals[i] = enc.EncryptUint64 (0, fhe.FheUint64)
32 }
33 totalVotes := enc.EncryptUint64 (0, fhe.FheUint64)
34

35 for _, b := range ballots {
36 for c := 0; c < numCandidates; c++ {
37 if c >= len(b.EncChoices) {
38 continue
39 }
40

41 zero := enc.EncryptUint64 (0, fhe.FheUint64)
42 bit , _ := extractVoteBit(
43 eval , b.EncChoices[c],
44 )
45

46 contribution , err := eval.Select(
47 bit , b.EncWeight , zero ,
48 )
49 if err != nil {
50 return nil , err
51 }
52

53 totals[c], err = eval.Add(
54 totals[c], contribution ,
55 )
56 if err != nil {
57 return nil , err
58 }
59 }
60

61 var err error
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62 totalVotes , err = eval.Add(
63 totalVotes , b.EncWeight ,
64 )
65 if err != nil {
66 return nil , err
67 }
68 }
69

70 return &ElectionResult{
71 CandidateTotals: totals ,
72 TotalVotes: totalVotes ,
73 }, nil
74 }

Listing 4: Board election with multiple candidates.

4 Security Analysis

4.1 Ballot Secrecy

Individual ballots are TFHE ciphertexts that are never decrypted. Under the RLWE assump-
tion, observing the encrypted ballot reveals no information about the vote choice. The only
information revealed is the aggregate count after threshold decryption.

4.2 Coercion Resistance

Because individual votes are never decrypted, a coercer cannot verify how a shareholder voted.
Even if a shareholder claims to have voted a particular way, the coercer has no way to confirm
this claim. This provides coercion resistance equivalent to a physical secret ballot.

4.3 Double-Vote Prevention

The PrivateVote.sol contract maintains a nullifier set. Each shareholder address can submit
exactly one ballot per proposal. The address check is plaintext (it must be, since the transfer
agent registry maps plaintext addresses to share counts), but the vote content is encrypted.

4.4 Tally Integrity

The homomorphic addition is computed on-chain by the FHE precompile and verified by all
Quasar validators. No party can alter the tally without breaking the consensus.

5 Performance

Operation Gas Latency

Encrypt ballot (2 fields) 100,000 client-side
Tally per ballot (select + 2 adds) 230,000 ∼0.2s

1,000 ballots tally 230,000,000 ∼200s
10,000 ballots tally 2,300,000,000 GPU coprocessor offload
Threshold decrypt result 10,000 2–5s

Table 2: Gas and latency for private voting.
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For large shareholder counts (>10,000), the tally computation is offloaded to the FHE
coprocessor, which processes additions in parallel on GPU. A 100,000-shareholder vote tallies
in approximately 30 seconds on an 8×H100 cluster.
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